MMUHUCTEPCTBO OEPA30OBAHUA U HAYKU POCCUMCKOMN ®EAEPALIUMA

AENAPTAMEHT rOCYOAPCTBEHHOW NOJIMTUKU B COEPE
OBLLEErO OBPA3OBAHMUA

nMCbMO
ot 14 maa 2018 r. N 08-1184

O HANPAB/ZTIEHUN NHOOPMALUUN

JenapTameHT rocyapCcTBeHHOM NOMUTUKM B chepe obuiero obpasosaHna MuHobpHayku Poccum
HanpasnseT ansa cBeAeHus paspaboTaHHble BpemeHHoi Komuccuein Coseta depepaumm No pasBUTUIO
MHPOPMAUMOHHOTO 06LLEeCTBa METOMYECKME PEKOMEHAALMM O pPasMelLeHUM Ha MHPOPMALMOHHBIX
cTeHaax, opunuManbHbIX MHTEpHeT-calTax n ApYyrux NHPOPMALMOHHbIX pecypcax
06LeobpasoBaTesIbHbIX OPraHN3aLMii U OPraHoOB, OCYLLECTBAAIOWMX yNpaBaeHne B chepe o6pa3oBaHus,
nHbopmauum o 6esonacHom NoBeAeHUN U UCNONb30BaHMK ceTh "NHTepHeT".

OunpekTop denaptameHTta
A.E.NETPOB

MpunoxkeHune

METOANYECKME PEKOMEHAALUU
O PASMELLEHMN HA UHOOPMALMOHHbIX CTEHAAX, OPULIMA/IbHBIX
WMHTEPHET-CAUTAX U APYTMX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLMUX
YNPABNEHUE B COEPE OBPA30OBAHUA, UHOOPMALIUU O BESOMNACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKkcneptammM U yYneHamu BpemeHHoW Komuccum Coseta Pepepaumm  No  PasBUTUIO
MHPOPMAUMOHHOIO obLecTBa B pPaMKax BbINOJIHEHUA PEKOMEHZAUMA NAapAaMEHTCKMX CAyLWaHWiA
"AKTyanbHble BOMpPoOcbl obecneyeHUs 6e30MaCHOCTM M pas3BUTUA geTed B MHPOPMALMOHHOM
npoctpaHcTee", Kotopble npownu B CoBete depepaumm 17 anpens 2017 r., 6b1an paspaboTaHbl
MeTOAMYECKME pPEKOMEHZAUMM O pasmelleHMM Ha WMHOOPMALMOHHBLIX CTeHAax, oduUMaNnbHbIX
WUHTEPHET-CaliTax W ApyrMx WHPOPMAUMOHHBLIX pecypcax obLLeobpa3oBaTeNibHbIX OpraHu3auui K
OpraHoB, OCYLLEeCTBAAOWMX ynpaBneHne B cdepe o6pasosaHuA, WHPopmaumm o 6e3onacHom
noBeAeHnn 1 UCnosb3oBaHMK ceTn "UHTepHeT" (ganee - meToanYecKkMe pekomeHaaumnn).

MeTogMyeckne peKomMeHZalLMW  HanpaB/ieHbl Ha  KayecTBEHHOE MOBbIWEHWE  YPOBHA
MHOOPMALMOHHOW aesaTesbHOCTM 06Leobpa3oBaTe/ibHbIX OPraHM3aLMii U OPraHoB, OCYLLECTBAAIOLLNX
ynpasneHue B cpepe 0bpa3oBaHUA, B HacTU MHOOPMUPOBAHMA YYaLLUXCA, UX poanTenei (3aKOHHbIX
npeacraBuTenet) W neparorMyeckMx pPaboTHMKOB 06 OCHOBHbIX acnekTax MHGOPMaLMOHHOM
b6esonacHocCTu.

MeToamnyeckme pekomeHaaumm no3BoAAT 06ueobpa3oBaTe/ibHbIM OPraHM3aUMAM W OpraHam,
OCYLWLECTBAAIOWMM ynpaBneHne B chepe 06pa30BaHMA, aKTyanM3MpoBaTb YXKe WCMNOo/Ab3yemMble Wt
pasmelleHHble MHPOPMaLMOHHbIE MaTePManbl, Tak U NOATOTOBUTbL UX B C/ydYae UX OTCYTCTBUA C yYETOM
NYYLIMX NPAKTUK U peKoMeHAaUNN.
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B pamKax meToAnYecKUX PEKOMEHAALNIN pacCMaTPUBAOTCA Caeaytowme NHCTPYMEHTbI:
1. "HGOPMALMOHHbIE CTeHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeAcTBa MaccoBoi MHGOPMaLIMK (LLIKONbHbIE ra3eTbl, NeAarorMyeckne UsgaHusa U apyrue).
MHdopmaumnoHHbIe CTEHADI

Ha uHbopMaLuMoHHbIX cTeHAax B 0bweobpa3oBaTe/ibHbIX OpraHM3aumax, PacnooXeHHbIX B ¢poite
yypexKaeHuit n B KabuHeTax, OCHalWEHHbIX NEepPCOHaNbHbIMW YCTPOMCTBAMM ANA BbIxoda B CeTb
"UHTepHeT", peKkomeHayeTcA pasMecTUTb MHGOPMaLMOHHbIE NAaMATKKU, COAEepPXKaLlne OCHOBHbIE COBETbI
no obecnevyeHno MHPOPMaLMOHHOM He30MacHOCTU yYaLmxca.

B npunoxeHun N 1 K mMeToAMYECKMM peKoMeHZauuam npeacTaBneH obpasey, namsaTkM and
pasmeLLeHMA Ha MUHGOPMALLMOHHbIX CTEHAAX.

CpeactBa maccoBoi MHpopmaumm

B cpeacrtBax maccoBo MHPOPMALMKU, OPUEHTUPOBAHHbLIX Ha OOy4YaloWMXCA, PEKOMEHAYeTca B
TeyeHMe y4yebHOro roga perynapHo nyb6amMkosaTb WMHPOPMAUMOHHbIE MaTepuanbl, MOCBALLEHHbIe
OTAeNbHbIM acnekTam MHGOPMaLMOHHOM 6e30MacHOCTM, a TaKXe pas/iMyHble MamMATKM obuiero
XapakTepa.

B cpeactBax mMaccoBol MHPOPMALMU, OPUEHTUPOBAHHbLIX HA MeAarorMyeckyto obLecTBeHHOCTb,
peKkomeHayeTcA B TeYeHMe KaNeHJApHOro roja perynapHo nybaukoBaTb MHGOPMALMOHHbIE
mMmaTepuanbl, MNOCBAWEHHbIE OTAE/NbHbIM  acnekTam  WHPopmaumoHHoM  6e3onacHocTM  Kak
HecoBepLUEHHONETHUX, TaK M 06Le0bpa3oBaTe/ibHbIX OPraHU3aUMii, a TaKMKe Pas/IMyHble MaMATKH,
0630pbl HOPMATMBHO-MPABOBOrO pPerynpoBaHMa AaHHOW cdepbl U MHPOPMALMIO O aKTyasibHbIX
MeponpuUATUAX 1 cobbITUAX B flaHHON chepe.

B xope nposepeHus EguHoro ypoka no 6esonacHoctM B cetu "MHTepHeT" pekomeHpyeTtcs
obecneunTb BbINYCK TeMaTUYECKOro BbIMyCKa CpeacTBa MaccoBon WHbopmaumm nmbo cepum
ny6avKaumii, cpean KOTOPbIX PacCMOTPETb OpraHW30BaHHble MeponpuAaATUS aAnA obydalowmxca, ux
poauTeneli (3aKoHHbIX NpeacTaBUTeNelt) U negarorMyeckor obw,ecTBeHHOCTH.

OduumanbHblie UHTEpPHET-pecypcbl

ObuweobpasoBaTesibHbIM OpPraHM3aUMAM PEKOMEHAYETCA Ha CBOMX oduuManbHbiX WMHTEepHeT-
pecypcax obecrneunTb ¢GYHKLMOHMPOBAHME CaMOCTOATENIBHOIO M CMNEeuuannM3snMpoBaHHOrO pasgena
"MHpopmaumoHHas 6e3onacHocTb", B pamKax KOTOPOro npeaycMOTPETb pPasMeLLeHWe cheayloLieit
nHpopmaymu:

N Pasaen/noapasaen | ®opmat npeacraBneHms CopeprKaHue matepumanos
maTepuanos
1. |/loKanbHble Konuu goKymeHTOB B Pa3smeLLatoTca KONUKU LOKYMEHTOB, T.€.
HOpMaTMBHbIE aKTbl B | popmate *PDF CKAHMPOBAHHbIV BapUAHT SOKYMEHTa,
chepe obecneyeHuns COOTBETCTBYIOLWMI TpeboBaHMAM K
MHPOPMaLMOHHOM napameTpam CKaHMPOBaHMA.
6e3onacHoCTH PasmelLaloTca LOKYMEHTbI,
obyuatoLmxcs PernameHTUPYIoLLME OpraHn3aumio 1
paboTy C NepcoHabHbIMM AaHHbIMMU,




NAaHbl MEPONPUATUIA No obecneyeHunto
MHbOpPMaUMOHHOW besonacHoCTH
obyualolwmxca u gpyrve.

2. |HopmatusHOe Konun OKymeHTOB B My6AMKylOTCA aKTyanbHble CBEAEHUSA O
peryinposaHue ¢dopmate *PDF desepanbHbIX U perMoHaNbHbIX 3aKOHAX,
NMCbMax OpraHoOB BNACTU U Apyrue
HOPMaTMBHO-NPABOBble AOKYMEHTbI,
pernameHTUpyoLme obecneyeHune
MHbOPMALMOHHOM 6e3onacHOCTH
HecoBepleHHoNeTHUX. [lonyckaeTca
BMECTO KOMWUI pasmeLLaTb rMnepccbiiku
Ha COOTBETCTBYIOLLNE AOKYMEHTbI Ha
CanTax OpraHoB rocyfapCcTBeHHON BNACTM.

3. Meparornyecknm TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHMKam Konun fOKymeHTOB B pekomeHOauMn 1 yKasblBaeTca
¢dopmate *PDF MHbOPMALMNA O MEPONPUATUAX, MPOEKTaX

M Nporpammax, HanpasaeHHbIX Ha
NnoBbleHMe NHPOPMALMOHHOM
rPamMoTHOCTM Neaarormyeckmnx
paboTHMKOB.

4. |Obyvatowmmcs TeKcT Ha CcTpaHuue caliTa | Pazmellaetca MHPOPMALMOHHAA NaMATKa
(npunoxkenune N 2) n ykasbiBaeTcs
nHpopMaLna 0 MepPONPUATUAX, MPOEKTAX
M NPOrpammax, Hanpas/eHHbIX Ha
nosblweHne MHGOPMaLMOHHOM
rPamoTHOCTM 0ByYatoLwmxCs.

5. |Pogutensam TeKcT Ha cTpaHuLe caiTa | Pasmelnaetcs MHGOPMaLMOHHAA NaMATKa
(3aKOHHBbIM (npunoxkeHune N 3).
npeacTaBUTeNaM)
obyuatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT Ha CTpaHuLe caliTa | Pasmewaetca nHpopmauma o

cauTbl PEKOMEHAYEMbIX K UCMONb30BAHMIO B
y4yebHom npouecce 6e3onacHbIX caliTax,
6aHHepbl 6e30MacHbIX AETCKUX CaliTOB.

OpraHam, OCyWecCTBAAWMM ynpaBneHve B cdepe 06pasoBaHMsA, PEKOMEHAYETCA Ha CBOMX
opuumanbHbix  UHTepHeT-pecypcax  obecrneuntb  GYHKUMOHUMPOBAHME  CAMOCTOATENLHOIO MU
cneunanmnsnpoBaHHoro pasgena "MHPopmaumoHHas  6e3onacHOCTb', B  paMKax KoToOporo
npesycmoTpeTb pasmelleHue ceaytollein MHGopmaLmm:

Mpunoxkenne N 1

NAMATKA
[N1A OBYYAIOLLIMXCA OB UHPOPMALIMOHHOM BE3OMACHOCTU AETEM



HENb3A

1. Bcem noapaza coobulatb CBOK 4YacTHYO MHbopmauuto (HacTosawme umsa, dammanio, TenedoH,
agpec, HoMmep LWKObI, a TakXe doTorpadun ceou, CBoen ceMbm n Apy3eit);

2. OTKpbIBaTb BNOXKEHHbIE Ppaiibl INEKTPOHHOM NOYTbI, KOFAa He 3Haellb OTNPaBUTENS;
3. [py6buTb, NPUAMPATLCSA, OKa3blBaTb AaBAEHME - BECTU ceba HEBEXANBO U arpeCcCUMBHO;

4. He pacnopsskaica aeHbramu TBoel ceMbWl 6e3 paspelleHua cTapliux - Bcerga cnpawmsai
poautenen;

5. He Bctpevanca c MIHTepHET-3HAaKOMbIMW B pPeanbHOM KMU3HW - MOCOBETYMCA CO B3POC/bIM,
KOTOpOMY flOoBepAellb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewb o cebe Henpasay B NHTepHeTe - coobuwm o6 3TomM cBOMM
pPOAUTENAM UK OMEKYHaM;

2. MpurnalatoT NepenmcbiBaThbCa, MrPaTh, 06MeHNBaTLCA - NPOBEPb, HET IN NOABOXa;
3. He3sakoHHoe KonupoBsaHue daitnos B MiHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbliBali B3pocC/ibiM 0 Npobaemax B CETU - OHW BCeraa NomoryT;

5. Mcnonb3yn HacTpoMKkM 6e30MacHOCTM U MPUBATHOCTU, YTODObI HE MOTEPATb CBOM aKKayHTbl B
couceTAx U Apyrux nopTanax.

MOXHO
1. YBarkalt Apyrmux nosb3oBaTenemn;
2. Nonb3yewbca UHTEPHET-UCTOYHMKOM - AeNal CCbIIKY Ha Hero;
3. OTKpbIBal TONbKO TE CCbI/IKM, B KOTOPbIX YBEPEH;

4, O6waTbcs 3a MOMOLLbLIO B3POC/bIM - POAMTENN, OMEKYHbl U aAMUHUCTPALMA CalToB BCeraa
NOMOTryT;

5. Mpoinan obyyeHune Ha canTe "CeTeBUUOK" 1 NOAYYM NAcnopT UMPOBOTro rpaxkaaHuHal

MpunorkeHue N 2

NHOOPMALIMOHHAA NAMATKA
ANA OBYHAIOLLUXCA ANA PASMELLEHUA
HA O®PULIMANTbHBIX UHTEPHET-PECYPCAX

C KaxkgblMm rogom mosoaexkun B MHTEPHETE CTAHOBUTbLCA 60ﬂbLLle, d WKOJIbHUKKN OOHU N3 CaMbliX
aKTUBHbIX MO/Ib30BaTENEN PYHETa. ME)‘K,CI,Y TeéM, NOMMMO OrFpoMHOIo Kojaun4yecrtea BOBMO)‘KHOCTEVI,
UHTEPHET HECET U ﬂp06ﬂeMbI. OTa namATKa A0NXKHA NOMOYb Tebe 6besonacHo HaXo4uTbCA B CETU.



KomnbloTepHbie BUPYCbI

KomnbloTepHbIA BUMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MNPOrpamm, OTAUYUTENbHOWN
0COB6EHHOCTbIO KOTOPOW ABNAETCA CMOCOBHOCTb K PAa3MHOKEHMIO. B fOoN0ONHEHME K 3TOMY, BUPYCbl MOTYT
noBpeauTb UAN MONHOCTbIO YHUUTOMXUTb BCe dainbl U AaHHble, MOAKOHTPO/IbHbIE MOJIb30BaTeNto, OT
MMEHM KOToporo Bbina 3anyLieHa 3apa*keHHas Nporpamma, a TakxKe NoBpeauTb UK OaxKe YHUYTOXKUTb
ONepaunoHHYIO cucTemy co Bcemu dannamm B Lenom. B 60NbLIMHCTBE Cly4aeB PacnpOCTPAHAIOTCS
BMPYCbl Yepes UHTEepPHeET.

MeTozbl 3aLMTbl OT BPEAOHOCHbIX MPOrpamm:

1. MCI'IOIIb3yﬁ coBpemMeHHble onepaunoOHHbIE CUCTEMbI, UMeLWne Cepbe3HbIl\;1 YPOBEHb 3aWNTbl OT
BPEAOHOCHbIX NPpOorpamm;,;

2. TlocTosHHO ycTaHaBAMBai naytM  (UMopoBble 3annaTkM, KOTOpble aBTOMATUYECKM
YCTaHaBNNBAKOTCA C Uenblo AopaboTKM nporpammbl) U Apyrme ob6HOBAEHUS CBOe onepauuoHHOM
cuctembl. CKaumBail MX TOAbKO € oduuManbHOro caiTta paspabotumka OC. Ecam cyuiectByeT perkum
aBTOMaTMYEeCKOro 06HOB/IEHUS, BKIOYM €ro;

3. PaboTai Ha cBoemM KOMMbIOTEPE NOJ MpaBaMu NO/b30BaTeNA, @ HE aAMUHUCTPATOpPA. ITO He
No3BoAUT OONbLWINHCTBY BPEAOHOCHLIX MNPOrPaMM WHCTA/NIMPOBATLCA HA TBOEM MNEpPCOHa/IbHOM
KOMMNblOTEPE;

4. WNcnonb3y aHTMBMPYCHble MNPOrpaMMHble MNPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCKUM ob6HoBNEHMEM 6a3;

5. OrpaHuyb GU3MYECKUIA JOCTYN K KOMMNbIOTEPY A7 NOCTOPOHHUX NNLL;

6. Wcnonb3yit BHewHWMe HocuTenn WHOOPMAUMKM, TakKMe Kak ¢newka, AUCK uam dann us
WHTEPHETa, TO/IbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oTKpbiBali KomnbioTepHble ¢aiisibl, NONAYYEHHble U3 HEHaZEeKHbIX UCTOYHMKOB. [axke Te
daiinbl, KOTopble NPUCAAN TBOM 3HAKOMBI. Jlydlle YTOYHU Y HETO, OTNPABAAA 1N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, nepefayn AaHHbIX, HE TEXHONOIUSA, @ BCEro Nulb bpeHa, mapKa. Ewe B 1991
rogy HuaepnaHAckaa KomnaHua 3apeructpuposana 6perHg "WECA", yto o603Hayano cnosocoyeTaHue
"Wireless Fidelity", koTopbili nepeBoanTCA Kak "becnpoBogHan TOYHOCTL'.

[o Hawero BpemeHM gowna gpyras abbpesnaTypa, KOTopan ABAAETCA TaKOM e TexHonornen. 1o
abbpesunatypa "Wi-Fi". Takoe HasBaHMe 6bIJI0 4@HO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKas TOYHOCTb".

[da, 6becnnaTHbli WHTEpPHeT-ZOoCTyn B Kade, OTensx W asponopTax ABAAETCA OT/IANYHOW
BO3MOKHOCTbIO BbIX0Za B MHTEPHET. HO MHOIMe 3KCnepTbl cumTaloT, YTo obwenoctynHole Wi-Fi ceTu He
ABAAOTCA 6€30NacHbIMMU.

CoBeTbl No 6e3onacHocTM paboTbl B 06ueaocTynHbIx ceTax Wi-fi:

1. He nepepnaBali cBotO IMUHYIO MHbOpPMaLMIO Yepe3 obuleaocTynHble Wi-Fi cetn. PaboTtan B HuX,
YKenaTtenbHO He BBOAUTb MAPOInN AOCTYNA, NOTMHbI U KaKne-To HOMepa;

2. Wcnonb3yih M 06HOBAAW aHTUMBMPYCHblE NpOrpammbl M bpaHamayep. Tem cambiM  Tbl
obe3onacuwb cebs OT 3aKauyKu BMpYyca Ha TBOe YCTPOMCTBO;



3. MNpun uncnonbzosaHum Wi-Fi oTkaoum ¢yHKrumio "O6wmin goctyn K daitnam u npuHTepam'.
[aHHasa ¢yHKUMA 3aKpbiTa NO YMONYAHMIO, OAHAKO HEKOTOpble NOJ/b30BaTeNN aKTUBMPYIOT ee AAA
yAo6cTBa Mcnob30BaHUA B paboTte unum yyebe;

4. He ncnonb3yit nyb6anynbin WI-FI ans nepenayn NMYHbIX AaHHbIX, Hanpumep A8 Bbixoda B
coumanbHble CETU UIN B SNEKTPOHHYIO NOYTY;

5. Mcnonb3yi ToNbKO 3alumuleHHoe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npn Habope Beb-
aapeca BBoaun umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM ¢dyHKumMio "MoakntoueHne K Wi-Fi aBTomaTnuecku'. He
[AOMycKall aBTOMaTMYeCKOro NogKAUYEHMA YCTPOICTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble cetn

CoumanbHble CETU aKTMBHO BXOAAT B Hally KWM3Hb, MHOTMEe /oan pPaboTaloT M KMBYT Tam
NOCTOsIHHO, a B Facebook y»ke 3apernctpupoBaH MUaanapa Ye/I0BEK, YTO ABASETCS OAHOM CeibMOM BCEX
utenen nnaHetbl. MHOrMe nosb3oBaTeNIn He MOHMMAIOT, YTO MHPOPMAUUA, Pa3sMELLEHHAs UMK B
COUMANbHbIX CETAX, MOXET ObITb HalileHa M UCMO/Ib30BaHa KEM YroAHO, B TOM YMC/ie He 0653aTeNbHO C
61arMMn HamepeHUAMM.

OcHoBHble coBeTbl N0 6e30MacHOCTM B CouManbHbIX CeTAX:

1. OrpaHuyb cnucoKk apysei. Y 1eba B Apy3bsAX He AOJIKHO ObiTb CAYyYalHbIX U HE3HAKOMbIX
nwopein;

2. 3awmuiai cBOM YaCTHYIO KM3Hb. He yKasbiBalt naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHWUA W  OPYIYI0 JIMYHYIO MHPOPMALMIO. 3/I0YMbILIEHHUKM MOTYT MCMO/Ib30BaTh  AaXe
MHOPMaLMIO O TOM, KaK Tbl M TBOW POAMUTENM NIAHMPYETE NPOBECTU KAHUKY/IbI;

3. 3awmuan ceoto penyTaumio - 4epXu ee B UUCTOTe M 3agaBait cebe Bonpoc: xoten bbl Tbl, YTOObI
Apyrve nonb3oBaTeNnM BUAENW, YTO Tbl 3arpyaewb? lMogymai, npexae 4em 4to-To Onyb6aMKOBaTh,
HanucaTb U 3arpy3unTb;

4. Ecnm Tbl TOBOPULWb C IIOAbMMW, KOTOPbIX HE 3Haellb, He WCMOAb3yl CBOe peasbHOe MMA U
APYryo IMYHYI0 MHGOPMALMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyes;

5. Usberain pasmeweHnsa doTorpaduin B MHTepHeTe, rae Tbl M306parkeH Ha MECTHOCTW, No
KOTOPOI MOXHO ONpeaennTb TBOE MECTOMO/IOKEHWE;

6. I'IpM perncrpaummn B cou,maanoﬁ cetn HEO6XO,£I,I/IMO ncnonb3oBaTb C/AOXHbIE NaApPO/N,
cocroAawmne n3 6YKB n Ll,Md)p M C KOQIMYECTBOM 3HAKOB He meHee §;

7. Ona COLI,VIGI'IbHOﬁ CeTh, NoYTbl U APYyrnx canTos HGO6XOAI/IMO MCNO/1b30BaTb pa3HblE NMapoan.
Torpa ecnm Tebn B3/10MatoT, TO 3/10YMbIWNEHHNKN NOAYyYaT AOCTYN TOJZIbKO K OAHOMY MeCTY, a He BO BCe

cpasy.
DNEeKTPOHHbIE AEHbIN

3ﬂeKTpOHHbIe AeHbIn - 3TO O4YeHb yA06HbIﬁ cnocob nnaTexen, OAHAaKO CyWwecTBYHOT MOLWWEHHUNKN,
KOTOpble XOTAT NONY4YNUTb 3TN AEHbIN.

3}1€‘KTpOHHbIe AJeHbrn noAsnaANCb coBCem HeagaBHO U MMEHHO WU3-3a 3TOMO BO MHOIMMX
rocygapcrteax 40 CUX MNOP HE NPOMMCaHO NPO HNUX B 3aKOHaXx.

B Poccum e OHM OYHKUMOHMPYIOT M O HUX Y:Ke MPOMWCAHO B 3aKOHE, Fae WX pasgensloT Ha



HECKOJ/IbKO BMOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuLa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
pa3pellaeTca NpPoBoAUTbL onepauun 6e3 wuaeHTUPUKaAUMM Nosb30BaTeNs, a B HEaHOHUMHbIX
naeHTMPMKaumnA nosib3oBaTena aBaseTca 0bA3aTeIbHOMN.

TaKkKe cnefyeT pas3ninyaTb 3/1EKTPOHHbIE pUaTHbIE AEHbIM (PaBHbI FOCYAAPCTBEHHbIM BaatoTam) U
3NEeKTPOHHble HedMaTHbIe AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BalOTaMm).

OcHOBHble coBeTbl No 6e3onacHo paboTe € 3N1EKTPOHHbIMM AEHbraMu:

1. MpuBAXKM K cHeTYy MOBUNBHbBIN TenedoH. ITo cambliit yA06HbIN 1 BbICTPbLIA CNOCO6 BOCCTaHOBUTL
J0CTyn K cyeTy. MpuBA3aHHbLIA TenedoH NOMONKET, ecan 3abygelwb CBOM NAATEXHbIM Mapoab WM
3aMelb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocne nepexosa Ha yCUIeHHYO aBTopusaunto Tebe yKe He
ByAeT yrpoXKaTb ONaCHOCTb KPaXkM MKW NepexsaTta NnaaTexHoro napons;

3. Bbibepu cnoXHbIM naposb. [pecTtynHMKam 6yaeT He NPOCTO yrafaTb C/AOXKHbIA MNaposb.
HazexHble Naponu - 3To Napon, KOTopble CoAepKaT He MeHee 8 3HAKOB M BKOYAIOT B Ce6A CTPOYHbIe
M nponucHble O6yKBbl, UWPPbl U HECKOJSIbKO CMMBOJIOB, TaKMe KaK 3HaK Jonnapa, OyHTa,
BOCKAMLATENbHbIN 3HAK 1 T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM SINYHbIE AAHHbIE Ha canTax, KOTOpPbIM HE AO0BepAELlb.
3HEKTp0HHaﬂ no4yrta

DNeKTPOHHan mnoyTta - 3TO TEXHO/IOTMA WU MNpefoCTaBAseMble €l YCAyrM Mo MepecbiKe U
MOJIYYEHUIO INEKTPOHHbIX COODOLLEHWNIM, KOTOpble pacnpefenatoTcs B KOMMbioTepHoM cetTu. OBbblyHO
3/IEKTPOHHbIN MOYTOBbLIA AWMK BbIrNSAUT caeayrowmm obpasom: MMA_NONAb30BaTeNna@uUMA_a0MEHa.
TaKKe Kpome nepesayun NPoCcToro TeKCTa, UMEETCA BO3MOXKHOCTb NepeaBaTb Gpaiibl.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe ¢ 3/IEKTPOHHOM NOYTON:

1. Hapo BbibpaTb NpaBWAbHbIA MNOYTOBLIN CepBUC. B MHTEepHeTe ecTb OFpOMHbIN BblGOp
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, O4HAKO Nlyylle A0BEepPATb TEM, KOO 3Haelb U KTO NEPBbIN B PENTUHTE;

2. He ykasbiBaii B J/IMYHOM MNoYTE AUYHYIO WHPopmaumio. Hanpumep, Anydwe BbIGpaTb
"My3blKanbHbIM_paHaT@" nnu "pok2013" emecto "temall”;

3. Mcnonb3yn ABYyX3TanHyl aBTOpM3auMio. ITO KOrAa MNOMMMO MaponsA Hy»HO BBOAWUTb KOA,
npucbliaemslii no SMS;

4. Bblbepn CNOXHbIN Naponb. [NA Kax4oro noytoBOro filMKa A0/KeH ObiTb CBOM HageXKHbIN,
YCTOMYMBBLIM K B3/IOMY NapoOib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW JINYHbIN BOMpPOC, VICI'IOI'Ib3yﬁ 3TY BO3SMOXHOCTb;

6. Vicnonb3yli HECKO/IbKO MOYTOBbIX ALWMKOB. MMepBblit AN YacTHOM Mepennckn C agpecatamm,
KOTOpPbIM Tbl AOBepsiellb. ITO 3/EKTPOHHbIA afpec He HaZo WMCNoJib30BaTb MPWU PerucTpauumn Ha
dopymax u canTax;

7. He oTKpbiBait paitnibl M gpyrve BAOXKEHMUS B MMCbMaX, AaXKe ec/i OHU NMPULLIK OT TBOUX ApYy3ei.
Jlydlie yTOUYHM y HUX, OTNPABAAAN N OHW Tebe 3Tn daiinbl;

8. Mocne oKoH4YaHWA pPaboTbl Ha MOYTOBOM CEpPBMUCE Mepes 3aKPbITUEM BKA3AKM C CAalUTOM He
3abyab HaxaTb Ha "BbiATun".



Knbep6ynnuHr unam BupTyanbHoe u3geBaTenbCcTso

KnbepbynnuHr - npecnesoBaHMe COOOLEHUAMM, COAEPMKAWMMM OCKOpbieHUs, arpeccuto,
3anyrmBaHume; XyanMraHCTBo; coumaaibHoe 6017IKOTVIpOBaHVIe C NOMOLbIO PaA3/INYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 Hopbbe ¢ KnbepbyanmHrom:

1. He 6pocaiica B 60M4. Jlyuwmin cnocob: nocoBeToBaTbCA KaK ceba BECTU U, eCAU HET TOTo, K KoMy
MOXHO 00paTUTbCA, TO BHa4yasne YCNOKOUTbCA. EcaM Tbl HayHewb OTBEYaTb OCKOPOAEHMAMM Ha
OCKOpPHNEHMA, TO TONBKO elle 6o/blie PasoXKKellb KOHGANKT;

2. YnpaBnsan ceoen Knbeppenyrtaumnemn;

3. AHOHMMHOCTb B CeTM MHMMasA. CywecTByOT cnocobbl BbIACHWUTb, KTO CTOMUT 3@ aHOHMMHbIM
aKKayHTOM;

4. He cTOMT BECTM XYyAUTAHCKUIA 06pa3 BUPTYyanbHOW KU3HWU. UNHTepHeT duKcupyeT BCce TBOM
OENCTBUA U COXPaHAET UX. YAanuTb nx byaet KpaliHe 3aTpPyAHUTENbHO;

5. Cobntogaii cBOK BUPTYasIbHYIO YECTb CMOJIOAY;

6. WrHopupyi eauvHWuHbIA HeraTue. OpHOpasoBble OCKOPOUTE/NbHble COObLEHMA Jyylle
UrHopupoBaTb. O6bIYHO arpeccus NpeKpaLLaeTca Ha HavyabHOM CTaauu;

7. BbaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHMAMM, B COLMANbHbIX CETAX
€CTb BO3MOHOCTb 6/I0KMPOBKM OTNPABKN COOBLLEHMI C ONpeaesieHHbIX apPecoB;

8. Ecan Tbl cBMaeTenb KubepbynnuHra. TBOM AeNCTBMA: BbICTYNUTb MPOTUB npecieaosaTtens,
MoKasaTb emy, YTO ero AeWCTBUA OLEHMBAIOTCA HEeraTMBHO, NOAAEPaTb KEPTBY, KOTOPOMN HY»KHA
NCUXONOTUYECKas NMOMOLLLb, COOBLLMTL B3POC/bIM O paKTe arpecCMBHOroO NoBeAeHUA B CETU.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHbI M MAaHWeETbI cogep:kaT B cebe BMoaAHe B3poCablii GYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTALMOHAPHbLIMKU KOMMbtloTepamu. OgHaKo, CPeacTB 3aluTbl Ann
NoA06HbIX YCTPOMCTB NOKA O4eHb Mano. TecTMpoBaHME U NOUCK YA3BUMOCTEN B HUX MPOUCXOAMT He TaK
MHTEHCUBHO, Kak ana MK, To }Ke camoe KacaeTca U MOBUIbHbIX NPUNONKEHWNN.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| yXe NPaKTU4eCKn OO0rHaanm HaCToJibHble aHan0orn, ogHaKko
pacunpeHune d)yHKLI,I/IOHaJ'Ia B/1I€YEeT 3a cobol 60}'IbLIJYIO C/IOXKHOCTb M MEHBLLWIYHO 3alWNLWLEHHOCTD.

Daneko He Bce npounssoguTennn BbINMYyCKAkOT O6HOBJ'IeHWr'I, 3aKpbiBalowmne KpUtndeckume
YA3BUMOCTU 1A CBOUX YCTDOVICTB.

OcHOBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO TenecbOHa:

Huyero He ABnAeTcA MoO-HacToAlemy 6ecnnaTHbIM. byab oOCTOpoOXeH, Beab Korga Tebe
npegnaratoTt 6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KaKMe-To Na1aTHblIE YCAYTH;

Odymaii, npexae yem oTtnpaButb SMS, ¢oTto uan Buaeo. Tbl TOYHO 3HaelWb, rae oHu 6yayT B
KOHeYyHoOM utore?

Heob6xoaMmo 06HOB/ATL ONEPALLMOHHYIO CUCTEMY TBOETO CMapTPOHa;
Mcnonb3ayit aHTUBMPYCHbIE NPOrpaMmmbl g1 MOBUAbHbLIX TenedoHOB;

He 3arpy>Kal71 npunnoxeHma OT HeunsBeCTHOro MWUCTOYHUKa, BeAb OHWU MOTYT COAepXKaTb



BpeaoOHOCHOE nporpammHoe o6ecnequme;

Mocne TOro Kak Tbl BbliAelWwb C caliTa, rae BBOAMA NMYHYIO MHGOPMaLMIO, 3alMaM B HACTPOMKMU
6pay3sepa u yaanu cookies;

Meprogmyeckn NpoBepAail, KakMe NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEPE;

ﬂ,aBaﬁ cBom HOmMep MOBUNbHOrO Teﬂeq)OHa TONIbKO NKOAAM, KOTOPbIX Tbl 3HaeWwb U KOMY
AoBepAellb;

Bluetooth pon:keH ObiTb BbIKAOYEH, KOrga Tbl MM He nonb3yewbca. He 3abbiBal uHoraa
NpoBepsTb 3TO.

Online urpbl

CoBpeMeHHble OHMAMH-UIPbl - 3TO KPacoyHble, 3axBaTbiBalowWMe pasBievyeHus, obbeanHaoLlwme
COTHM TbICAY Ye/I0BEK N0 BceMy MUpy. Urpokun nccnegytot AaHHbIA UM MUp, 0bLatoTca Apyr C APYrom,
BbINOJIHAIOT 33aJaHWA, CPaXKalTCA C MOHCTPaMM M MOAy4YaloT OnbIT. 3a YAOBONLCTBME OHM NAATAT:
MOKyNatoT AWUCK, ONIAaYMBaOT abOHEMEHT WM NPUOBPETAIOT KaKMe-To ONLUN.

Bce 3TM cpeactBa MAYT Ha NOAAEp)KaHME U Pa3BUTME WUIPbl, a TaKXe Ha camy 6e30nacHoCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOPM3alMM, BbINYCKalOTCA HOBble MatuM (UMdpoBble 3annaTku AaA
nporpammy), 3aKpbIBalOTCA YA3BMMOCTU CepPBepOB.

B I'IOLI,O6HbIX nrpax CTouUT onacaTbCA HE CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXwun TBOEro
napoaAa, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOpPU3aL 1N 60NbLWNHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UrPOBOro akKayHTa:

1. Ecan apyroit urpok BegeT cebs naoxo uam cosgaet Tebe HeNPUATHOCTM, 3abBNOKMPYIN ero B
CMUCKE UTPOKOB;

2. I'Iomanyﬁcg AMUHUCTPATOpPaM WUIrpbl Ha MNJa0Xoe noBegeHme 3TOro Urpoka, »enatesbHo
NPUNOKUTb KaKNE-TO A0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKasblIBal ANMYHYO MHPOPMaLMio B npodaline urpbl;
4. YBaall A pyrux y4aCTHMKOB MO UTpPE;

5. He ycTaHaBAuBalt HeopuuMaibHble NATYN U MOAbI;

6. Micnonb3yi cnoXKHble U pa3Hble Napoau;

7. [axe BO Bpems Urpbl He CTOWUT OTKAOYATb aHTMBMPYC. MOKa Tbl Urpaellb, TBOM KOMMbOTEP
MOryT 3apasuTb.

OUWKHT an KpaXa JINYHbIX AdHHbIX

O6bIuHOM Kpakel fAeHer U AOKYMEHTOB CerofHA Y€ HMKOro He yAuBULb, HO C pa3BUTUEM
WMHTEPHET-TEXHONOMUIA 3/T0YMbILINIEHHUKN NEPEMECTUIUCL B UHTEPHET, U MNPOAO0KAOT 3aHMMAaTbCA
"nobumbim" genom.

TaK nosBWMAacb HOBaA yrpo3a: MHTEPHET-MOLIEHHMYECTBA MAM QULLKWHT, FNaBHaA Lefib KOTOporo
COCTOMT B MOJIyYEHUU KOHPUAEHLMANbHbIX AAHHbIX MO/Jb30BaTeNell - NOTMHOB M naponei. Ha
aHrnMcKom asbike phishing untaetca Kak ¢uwumHr (ot fishing - pbibHasa nosaa, password - naponb).

OcHoBHble coBeTbl N0 6bopbbe ¢ PULnHrom:



1. Cnean 3a cBOMM aKkayHTOM. Eciv Tbl nofo3peBaellb, YTO TBOA aHKeTa bblna B3/JiOMaHa, To
HeobxoAnMmo 3a6/10KMPOBaTL ee U COOBWNTL agMUHMUCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKopee;

2. Ucnonb3yi 6e3onacHble Beb-caiTbl, B TOM YMUCIE, MUHTEPHET-MarasmHOB U MOMCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble M pasHble naponau. Takum obpasom, ecan Teba B3AOMaKOT, TO
3/10YMbILUIEHHUKM NO/yYaT AOCTYN TONbKO K O4HOMY TBOEMY NPOoGUIIo B CETU, @ HE KO BCEM;

4. Echmn Tebs B3/10Manun, TO H606X0,£|,VIMO npeaynpeanTtb BCEX CBOWUX 3HAKOMbIX, KOTOpbie
,D,O6aBI'IEHbI Yy Tebs B Apy3bAx, O TOM, 4YTO Tebs B3n1OManu N, BO3MOXHO, OT TBOENTO MMEHU 6y,£I,ET
paccbiziaTbCA CNamM U CCbINIKU Ha d)MLLIMHI'OBbIe CaVITbI;

5. YctaHoBM HageKHbIM naposb (PIN) Ha MobUNbHBIN Tenedon;
6. OTK/IIOYM cCOXpaHeHMe NaponAa B bpaysepe;

7. He oTKkpblBait daiinibl n gpyrue BNOXKEHUA B MMCbMaX, SAXKe eC/IM OHW NPULLAK OT TBOUX ApY3eil.
Jlydwe yTOUYHW Yy HUX, OTPABAAAN NN OHY Tebe 3Tu dalinbl.

LUudposana penyrauus

Undposana penytauma - 3TO HeratMBHas MAM NO3UTMBHas MHopmauma B ceTm o Tebe.
KomnpomeTupytowana uHOOpMaumMsa, pasmelleHHas B WHTEPHETe, MOXeT cepbesHbiM o0bpasom
OTpa3uUTbCA Ha TBOEN peanbHOW Xu3HW. "Uudposas penyTtauma" - 3To TBOM MMWUAXK, KOTOpPbIA
dbopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOEe MeCTO XWUTenbCTBa, yLIE6bI, TBOE d)VIHaHCOBoe nonoxeHue, ocobeHHoOCTH XapaKTtepa u“
pacckasbl O 61M3KMX - BCE 3TO HAKaN/IMBAeTCA B CETU.

MHorve nogpoCTKM NIETKOMBICIEHHO OTHOCATCA K Ny6/AMKaumMm AudHoin uHdopmaumm B
NHTepHeTe, He NOHMMas BO3MOMKHbIX NnocneacTBuii. Tbl AaXe HE CMOMKelb A0rajatbCid O TOM, 4YTO
doTorpadun, pasmelleHHaa 5 neT Hasag, cTana NPUYNHOM OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelieHne TBoux poTtorpaduiti U apyrme AeNCTBUA MOTYT HE UCYE3HYTb AaKe
nocae Toro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXpPaHWA 3Ty MHbOpMmaLMio, Nonana n OHa B
MOWCKOBbIE CUCTEMBI M COXPaHWNACb NN OHA, a FNaBHOE: YTO NOAYMaloT O Tebe OKpyrKalowme Nau,
KOTopble HakayT 1 yBUAAT 3T0. HallTM MHPOPMALMIO MHOTO /IET CYCTA CMOXKET Nt060 - KaK U3 fob6pbIxX
nobyXaeHui, Tak U C HAMEPEHMEM MPUYMHUTL Bped. ITO MOKET BbITb KTO YrogHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLun:

1. Noaymaii, npexae 4em 4YTo-To Nyb6/MKOBATb M NepeaaBaTb y cebsa B 610re nan B coumanbHom
ceTu;

2. B Hactpoikax npoduns ycTaHOBM OrPaHWYEHUs Ha NPOCMOTP TBOEro npoduna u ero

CALR

COAEPKMMOro, caenai ero Tonbko "agna apysein”;

3. He pasmewan u He yKasbiBalh MHPOPMALMIO, KOTOPAs MOXKET Koro-ambo ockopbnatb uau
obMKaTb.

ABTOpCKOE npaso
CoBpeMeHHble LWKOJ/IbHUKWN - aKTUBHblE N0Ab30BaTENM LUMPPOBOro npocTpaHcTea. OgHAKO Aaneko

He BCE€ 3HaloT, YTO NOZIb30OBAHME MHOTMMU BO3MOXXHOCTAMMU LI,VId)pOBOI'O MUpa Tpe6yeT C06}'IIO,£I,eHMFl
npaB Ha UHTENNNEKTYA/IbHYIO COBCTBEHHOCTb.



TepmuH "MHTENNEKTYANbHAA COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMiHbIM TBOPEHUAM YEN0BEYECKOIO
YMa, HaYMHasA C HOBbIX M306peTeHUI 1 3HaKoB, 0603HAYaOLWNX COBCTBEHHOCTb Ha NPOAYKTbI U YCAyTK, U
3aKaH4YMBaA KHUramm, potorpadpuamm, KWUHOPUABMAMM U My3blKasIbHbIMW MPOUN3BELEHUAMM.

ABTOpPCKME MnpaBa - 3TO NpaBa Ha MHTENNEKTyaNbHYl0 COOCTBEHHOCTb Ha MPOU3BEAEHUA HayKW,
AnTtepaTypbl M MUCKycCTBA. ABTOPCKME MpaBa BbICTYMAalOT B KayecTBe rapaHTUM TOro, 4TO
WHTE/IIEKTYa IbHbIN/TBOPYECKMIA TPyA aBTopa He OyaeT HanpacHbiM, AacT emy crpasen/ivsble
BO3MOXHOCTWN 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MoJlyYnTb M3BECTHOCTb W Npu3HaHue. Hukto
6e3 paspelleHna aBTOpa He MOXKET BOCMPOU3BOAUTb €ro NpousBefAeHME, PacnpocTpaHsaTb, Ny6anyHo
OEeMOHCTpUpoBaTb, NpogaBaTb, WMMMNOPTUPOBATb, MyCcKaTb B NPOKAT, Nyb6/JMYHO WCNONHATD,
NoKa3blBaTb/MCNONHATbL B 3pUpe unn pasmewaTb B MHTepHeTe.

Ucnonb3oBaHue “I'lMpaTCKOI'O" nporpammHoro obecneyeHns MoXKeT npneectn K MHOTUM PUCKaM!
OT NnOoTePU QAdaHHbLIX K TBOMM aKKayHTam 40 6ﬂOI-(MpOBKM TBOEro YCTpOVICTBa, roe ycraHOB/EHA
HenerasbHaAa nporpamma. He cTtouT Takxe 336bIBaTb, YTO CyLWLEeCTBYHOT JierajibHblie U 6ecnnaTHble
nporpammsbl, KOTOpbleé MOXXHO HalTW B CETU.

O noprane

CeTeBMYOK.pd - TBOM [/1aBHbIN COBETYMK B CETU. 34Ch Thbl MOXELLIb Y3HATb 0 6@30NacHOCTU B CETH
MOHATHBIM M AOCTYMHbIM A3bIKOM, @ MNPU BO3HUMKHOBEHWUM KPUTUYECKOM CUTyauum obpaTtuTbCcs 3a
COBETOM. A TaK»Ke MPUHATb Y4acTMe B KOHKYpPCax U CTaTb CambiM LMPPOBbLIM rpakgaHMHom!

MpunorkeHune N 3
NAMATKA oNA POOAUTENEN O UHOGOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpeaeneHune TepmmHa "nMHPopmaumoHHan 6esonacHocTb AeTtell" copepKutca B PesepanbHom
3akoHe N 436-d3 "O 3awuTe geTeli oT MHPOPMaLMK, NPUUMHAIOLLEN Bpes, UX 340P0BbI0 U pasBuUTUIo",
PeryMpyloLmMm OTHOLIEHMSA, CBA3AHHbIE C 3alMTON AeTeil oT MHGOopMaUMK, NPUUMHAIOLLEN Bpes, KX
3/10p0OBbi0 M (MK) pasBuTUIO. CornacHo AaHHOMY 3aKOHY "MHbOpMaLMOoHHaa 6esonacHocTb aeten" -
3TO COCTOSIHME 3alUMLEHHOCTU, MPU KOTOPOM OTCYTCTBYET PMUCK, CBA3AHHbIA C MPUYUHEHMEM
MHbOpPMaumeit Bpeaa Ux 340P0Bb0 U (M) PU3nYecKomy, NCUXUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pa3BuUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-D3 nHbopmaumeint, NpuUnHAIOLWEN Bpes 340Pp0Bbio U (1K)
PasBUTUIO JeTei, ABNSAETCA:

1. nHdopmaums, 3anpeLeHHasn ANA PacnpoCcTPaHeHUs cpean aeTen;

2. uvHbOpmauMA, pacnpoCTpaHeHWE KOTOPOW OrpaHWYeHO cpeau AeTell  onpeaesieHHbIX
BO3PaCTHbIX KaTeropui.

3. K nHdopmaumm, 3anpeLeHHon Ana pacnpocTpaHeHna cpeam geTei, OTHOCUTCA:

4. nndopmaums, nobyxKaaowan geTtel K COBepLUEHUIo AeNCTBUIM, NPencTaBAftoWMX Yrpo3y KX
KU3HU U (MN1K) 380POBBIO, B T.4. MPUYMHEHMIO Bpeaa CBOEMY 340PO0BbI0, CAMOybUIACTBY;

5. cnocobHOoCTb BbI3BaTb Y AeTel XenaHue ynoTpebuTb HapKOTMYECKNe CPeACTBa, MCUXOTPOMHbIe
n (Man) oaypmaHuBalolmMe BellecTBa, TabauyHble W3AEANA, ANKOTONbHYIO M CNUMPTOCOAEPIKallyto
NPOAYKUMIO, MUBO M HaMMUTKWU, U3rOTaBANBAEMbIE Ha €ro OCHOBE; NPUHATL yYyacTUe B a3apTHbIX Urpax,
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3aHMMaTbCA NPOCTUTYUMEN, BPOAAKHNYECTBOM MW NOMNPOLIANHNYECTBOM;

6. 060CHOBbIBalOLWAA UAX ONpaBAblBaloLLana AONYCTUMOCTb Hacuama M (MnKn) XectoKoctn Anbo
noby:»kaaroLwas ocyecTBAsATb HACU/IbCTBEHHbIE AEMNCTBMA NO OTHOLLEHUIO K IIOASIM U XKUBOTHbIM;

7. oTpuuatoLLas ceMeliHble LEHHOCTU U GOPMUPYIOLLAA HEYBAXKEHUE K POSUTENAM U (MNK) ApYrMMm
YsieHam cemMby;

8. onpasaplBatoLas NPOTUBONpPaBHOe NoBeAeHE;
9. coaeprKallan HeleH3ypHyto 6paHb;
10. coaepxawas MHPopmaumo NnopHorpadUYeCcKoro xapakrepa.

K nHdopmaumm, pacnpoctpaHeHne KOTOPOW orpaHMYeHo cpean AeTei onpeaeneHHoOro Bos3pacra,
OTHOCMTCA:

1. VIH(I)OpMaLI,VIﬂ, npeagcrasBndaemasn B suae M306pa)KEHMﬂ U ONUCaHNA XKECTOKOCTHU, ¢M3W—IECKOFO
n (VI/'IVI) NCUXUYECKOIo HaCcnaunA, npectynaeHma nam nHoro aHTM06LLI,ECTBEHHOFO AeﬁCTBMﬂ;

2. BbI3blBalOWAA Y AETEl CTpax, y»Kac UaM NaHWUKY, B T.4. NpeacTaBaAsemas B BuAe M306parkeHus
WM OMUCAaHUA B YHWUKAIOLWLEM YeNoBEeYEeCKoe [O0CTOMHCTBO (OpMe HEHACUbCTBEHHOM CMepTw,
3aboneBaHnA, CaMoybuiicTBa, HECYACTHOTO CAy4asn, aBapum UK KaTacTpodbl U (MK) X NOCNenCcTBUIA;

3. npeacTaBasemasn B BUAE M306paXKeHUA UAM ONUCAHUA NOJIOBbIX OTHOLUEHUIA MEXAY MYKUYMHOM
N KEHLMHOW;

4. cofeprKalan 6paHHble C10Ba M BbIPaXKEHMUS, HE OTHOCALLMECA K HeLeH3ypHoI BpaHu.

C yyeTom 3TOoro Bam npepgnaratoTca npasuna paboTbl B ceTm WHTepHeT ana pasnunyHbIX
BO3PaACTHbIX KaTeropuii, cobntogeHne KoTopbix N03BOANUT obecneunTb MHPOPMaLMOHHYIO 6e3onacHoCTb
BalLMX AeTew.

O6wue npasuna anAa pogurenei

1. HesaBMcMmo OT BO3pacTa pebeHKa MCnosib3yiTe nporpammHoe obecneyeHue, nomoratouLee
dUNbTPOBaTb M KOHTPOAMPOBaATb WMHPOPMaALMIO, HO He MojsaramtTecb MOSHOCTbO HA Hero. Bawe
BHMMaHMeE K pebeHKy - rNaBHbI MeToZ 3alLMTbl.

2. Ecnan Baw pebeHOK MMeeT aKKayHT Ha O4HOM M3 coumanbHbiXx cepsucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO U3y4MTe, KaKyld WHOOPMaLMIO MOMELLAOT ero
YYACTHMKM B CBOUX Npodunsx n 6aorax, Bkatoyasa ¢otorpadun n Buaeo.

3. lpoBepbTe, C KakMMM APYrMMW CaliTamu CBA3aH COUManbHbIA cepBuc Bawero pebeHka.
CTpaHMukM Bawero pebeHka MoryT 6biTb 6€30MacHbIMK, HO MOTYT M COAEPaTb CCbUIKM Ha
HexkenaTesibHble M OnacHble caiTbl (Hanpumep, MOPHOCAWT, UAWU CalT, HAa KOTOPOM ApPYr yNnOMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka naum Baw gomaluHuin agpec)

4. NoolwpAnTe Bawmnx geteit coobuiatb 060 BCeM CTPaHHOM WK OTTaNKMBAIOLWEM U HE CAULLIKOM
OCTPO pearupyiTe, Koraa oHu 3TO AenaloT (M3-3a onaceHua noTepATb A0CTYN K MHTepHeTy AeTn He
roBopAT poauTensam o Nnpobnemax, a TaksKe MOTyT HauyaTb UCMNO/Ib30BaTb MHTEPHET BHE A0Ma U WKObI).

5. ByabTe B Kypce ceTeBOM KM3HU Bawero pebeHKa. MHTepecyiiTeck, KTO MX Apy3bsA B UHTepHeT
TaK ’Ke, KaK MHTepecyeTecb PeasibHbIMUN APY3bAMM.

Bospacrt ot 7 go 8 ner



B UHTepHeTe pebeHOoK cTapaeTca NOCETUTb T AN UHbIE CaiTbl, @ BO3MOXHO W YaTbl, pa3pelleHune
Ha noceleHne KOTOPbIX OH He Noay4un 6bl OT poguTenein. MoaTomy poauTensam ocobeHHO MoJiesHbI
6yayT Te OT4YeTbl, KOTopble NPeAoCTaBAATCA NPOrpPaMmMamM MO OrpaHWYEHUI0 UCMOJIb30BaHUSA
NHTepHeTa, T.e. POOUTENbCKUIA KOHTPOAb UM TO, YTO Bbl CMOMKETe YBUAETb BO BpeMeHHbIX daiinax. B
pesynbTate, y pebeHKa He OyaeT OLYLWEeHUs, YTO 33 HUM BeAEeTCA MOCTOAHHbIA KOHTPOJb, OAHAKO,
poautenn byayT no-npexHemy 3HaTb, Kakue calTbl nocewiaet ux pebeHok. [leTu B gaHHOM BO3pacTe
061a4al0T CUbHBIM YYBCTBOM CEMbM, OHU AOBEPUMBbLI U HE COMHEBAlOTCA B aBTopuTeTax. OHU NtobAaTt
UrpaTb B CETEBbIE UIPbl U NyTewwecTBOBaTb N0 MHTEPHETY, MCNO/b3yA 3NEKTPOHHYIO NOYTY, 3aX0AUTb Ha
CaliTbl M YaTbl, HE PEKOMEHA0BaHHbIEe POAUTENAMM.

CoBeTbl N0 6e30MacHOCTM B ceT MHTepHeT ana geten 7 - 8 net

1. Co3paifTe CNMCOK AOMALIHWUX MPaBWUA MNoOcelweHns MHTepHeTa Npu ydyacTum aetei u Tpebyiite
€ro BbINO/IHEHUSA.

2. TpebyiTe oT Bawero pebeHKa cobntoaeHNs BpeMeHHbIX HOPM HaXOMAEHUS 32 KOMMbIOTEPOM.
Mokaknte pebeHky, 4To Bbl HabAlogaeTe 3a HUM He MOTOMY YTO Bam 3TO xoueTcd, a NOTOMy 4TO Bbl
b6ecnokouTecb 0 ero 6e30MacHOCTM M BCErga rotToBbl €My NOMOUYb.

3. KomnbloTep ¢ noaxstodeHMem K WHTepHeTy AO0/IKEH HaXoAUTbCA B OOLEN KOMHaTe nog,
NPUCMOTPOM poguTene.

4. Ucnonb3yiiTte cneumnasnbHble geTCKMe NOUCKOBbIE MaLLMHbI.

5. MCI‘IOI’Ib3yVITe cpeactea 6ﬂ0KMpOBaHMH HeXenaTte/IbHOro KOHTEHTA KaK AOoNoJIHeEHUE K
CTaHZapTHoMy PoantenbCcKomy KOHTPOIO.

6. Co3paitTe ceMeiHbIn 3NEKTPOHHbIN AWMK, YTOBbl He MO3BOUTL AETAM MMETb COBCTBEHHble
aapeca.

7. bBnokupyiTe pocTyn K caliTam ¢ 6ecnnaTHbIMM  MOYTOBbIMM  AWMKAMW C  MOMOLLBHO
COOTBETCTBYIOLLEFO MPOrPamMMHOro obecneyeHus.

8. Mpuyunte peTelt coBeToBaTbCA C Bamu nepep onybankoBaHMem Kakon-nnbo mHdpopmaumm
CPeACTBAMM 3/1EKTPOHHOM NOYTbI, YaTOB, PEMMCTPALLMOHHBIX GopM U Npodunei.

9. HayuuTe aeteit He 3arpy»aTb $aiinbl, NPOrpammbl UAK My3blky 6€3 Ballero cornacums.
10. He paspelualiTe AeTAM UCNONb30BaTb CYXKObl MTHOBEHHOTO 06MeHa COObLLEHNAMM.

11. B "6enblit" cnncok canToB, paspelleHHbIX A8 NOCEeLEeHNsA, BHOCUTE TONbKO CaliTbl C XOpOLLEeWn
penyTauue.

12. He 3abbiBaiiTe becegoBatb ¢ AeTbMU 06 MX Apy3bsx B MIHTepHeTe, Kak ecnn 6bl peyb Waa o
APY3bAX B peasbHOM KU3HMN.

13. He genaiite "Taby" 13 BONPOCOB NOJIOBOM U3HW, TaK KaK B MHTepHeTe AeTU MOryT fierko
HATKHYTbCA Ha NopHorpaduio Uau cantbl "ansa B3pocabix'.

14. MpuyumTe Bawero pebeHka cooblatb Bam O /OBbIX Yyrpo3ax MM TPEeBOrax, CBA3aHHbIX C
NHTepHeToM. OcTaBaiTecb CMOKOMHBIMM M HaMOMHWUTE LETAM, YTO OHWM B HE30MacHOCTM, eciv camu
paccKkasanuM BamM O CBOMX TpeBorax. [1oxBa/suTe MX W NOCOBETyWTe NOZOUTM elwe pa3 B NoAo6HbIX
cyyasnx.

Bo3pacr geteii ot 9 Ao 12 ner



B naHHOM BO3pacTe AeTU, KaK NPaBu/o, yKe HacabllaHbl O TOM, Kakas MHbopMaLMa cyllecTByeT
B NHTepHeTe. CoBeplLUEeHHO HOPMa/bHO, YTO OHWM XOTAT 3TO YBUAETb, MPOYECTb, YCAblllaTb. Mpu 3TOM
HYXXHO MOMHWTb, YTO AOCTYM K HeXKenateNbHbIM MaTepuanam MOMKHO Nerko 3abnoKMpoBaTb MNpu
nomolLLM cpeacTs PoANTENbCKOrO KOHTPONS.

CoBeTbl N0 6e3onacHoCcTK gna aeteit ot 9 go 12 net

1. Co3galiTe CNUCOK AOMaLLHUX NpaBua nocelleHna NHTepHeT npu yyacTum aeten n Tpebyite ero
BbINO/HEHMUS.

2. TpebyliiTe oT Bawero pebeHKa cobtoaeHna HOPM HaxoXAeHMA 32 KOMMNbIOTEPOM.

3. Habntogaiite 3a pebeHKoM Npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTe eMy, YTo Bbl becnokonTecb
0 ero 6e30MacHOCTM 1 BCeraa rotoBbl OKasaTb eMy MOMOLLb.

4. KomnbloTep C MNoakaodeHuem B WMHTEpPHEeT AOJ/IKEeH HaxoauTbca B 0buwel KomHate nog,
NPUCMOTPOM poguTene.

5. Wcnonb3syiite cpeactsa 610KMPOBAHWA HEXKENATENbHOTO KOHTEHTa KaK [OOMOJIHEHME K
CTaHAapTHOMY POANTENbCKOMY KOHTPOIIO.

6. He 3abbiBailTe NpUHMMATL HENocpeacTBEHHOE y4yacTMe B KMU3HM pebeHKa, 6ecegoBaTb C
AeTbmM 06 X apy3bax B MHTepHeTe.

7. HactauBaiiTe, 4Tobbl AETW HUKOTAA He COMMalWaNUCb HA /SIMYHbIE BCTPEYM C APY3bAMM NO
UHTepHeTy.

8. MNo3BosAiTe AeTAM 3aX0ANTb TO/IbKO Ha caliTbl U3 "6enoro" cnmcka, KOTopbI CO34alNTe BMecTe
C HUMW.

9. MpuyunTe AeTell HUKOrAA He BblAasaTb JIMYHYIO MHPOPMaLMIO CPeAcTBaMU 3SNEKTPOHHOM
MoYTbl, 4YaTOB, CUCTEM MFHOBEHHOr0 O6MeHa COOBWEHUAMM, PErncTPaLMOHHbIX GOPM, SIMYHbIX
npodunei u Npu perncTpaumm Ha KoHKypcbl B MHTEpHeTe.

10. Mpuyunte aeten He 3arpy»KaTb Nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE UM, YTO OHU
MOTYT C/ly4aiiHO 3arpy3unTb BUPYCbl AW APYTOe HeXKenaTeNbHoe NporpaMmHoe obecneyeHue.

11. Co3pgainte Bawemy pebeHKy orpaHMYEHHYH0 YYEeTHYIO 3anucb ANnA paboTbl Ha KOMMbloTepe.

12. MpuyumTe Bawero pebeHka cooblwatb Bam 0 /OBbIX Yrpo3ax MM TPEBOrax, CBA3aHHbLIX C
WHTepHeTOM. HamnomHute fetam, 4To OHM B 6€30MacHOCTW, eCNM CaMM pPacCcKasaavM Bam O CBOWX
TpeBorax v onaceHuax.

13. PacckaxuTe aetam o nopHorpadpum B MHTepHeTe.

14. HactamnBaiiTe Ha Tom, 4TObbl AETM NPEAOCTaBAAAN BaM AOCTYMN K CBOEW 3/1eKTPOHHOWM nouTe,
4yTO6bI Bbl YOEANANCH, YTO OHW HE 0BLLAOTCA C HE3HAKOMLLIAMMU,

15. Ob6bsacHuTe AeTAM, 4YTO HeNb3A WUCNOo/1b30BaTb CE€Tb A/1A XY/NIUIFaHCTBA, PaCnpoOCTpaHEeHUA
CnneTeH nnaum yrpos.

Bo3pacr gerteii ot 13 go 17 ner

B 3Tom BO3pacTe MNOAPOCTKM aKTMBHO MCNO/b3YIOT MOMCKOBbIE MalUMHbI, MOAb3YHOTCA
3/IEKTPOHHOM NOYTOMN, cnyKbamm MrHOBEHHOrO 0bMeHa COObLLEHUAMMN, CKAYUBAIOT MY3bIKY U GUAbMbI.



Manb4yMKam B 3TOM BO3pacTe Hosblle MO HpPaBy CMETATb BCE OrPaHUYEHWUs, OHWU XKaxKaAyT rpyboro
FOMOPAa, a3apTHbIX UrP, KAPTUHOK "ana B3pocabix'. [leBoYKM NpeanoymTatoT obLwaTbca B YaTax, npu 3Tom
OHM ropasao 6osee YyBCTBMTEbHbI K CEKCYA/IbHbIM fOMOraTenibcTBam B MIHTepHeTe.

3ayacTyto B J@aHHOM BO3pacTe POAUTENAM YKe BECbMA C/I0XKHO KOHTPO/IMPOBATb CBOMUX AEeTeN, TaK
Kak 06 MHTepHeTe OHW Yy)Ke 3HAOT 3HAYUTENbHO Oonblle cBOMX poguTeneil. Tem He MeHee, He
oTnyckante peteit B "cBobogHoe nnaBaHue" no WHTepHeTy. CTapaiTecb aKTMBHO Yy4acTBOBaTb B
obuweHnn pebeHka B UHTepHeTe.

BaykHO no-npexHemy cTporo cobaogaTb npasuia MHTepHeT-6€30NacHOCTU - COrNalleHne Mexay
poautenamm u getbMu. Kpome TOro, HeobxogMMO KaK MOMKHO Yalle NpPoCcMaTpuBaTb OTYETbI O
aestenbHocTn geteli B MHTepHeTe. CneayeT obpaTuTb BHMMaHME Ha HEOBXOAMMOCTb COAepIKaHuA
POAUTENBLCKUX Naposieit (naposiel agMMHUCTPATOPOB) B CTPOrOM cekpeTe M 0bpaTuTb BHMMaHWE Ha
CTPOroCTb 3TUX Naposen.

CoBeTbl N0 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3gainte CNMCOK AOMALLHMX MpPaBua MnoceleHna MHTepHeTa npu y4acTum MOAPOCTKOB M
TpebyinTte 6e3yc/oBHOro ero BbinonHeHus. ObroBopute ¢ pebeHKOM CMMCOK 3anpeLLeHHbIX CanToB
("uepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO MO 06LeHMI0 B MHTEpHETe (B TOM Yncie B
yaTtax).

2. KomnbtoTep ¢ NOAKAHOYEHUEM K CETU MHTEPHET A0/1XKEH HaXoAUTbCS B 00OLLE KOMHaTE.

3. He 3a6bbiBaitTe becepoBaTbh ¢ AeTbMKU 06 UX APYy3bAX B MHTepHETe, O TOM, YeM OHM 3aHATHI
Takum obpasom, byaTo pedb MAET O APY3bAX B peanbHOM uU3HM. CnpalunBante o NoAAxX, C KOTOPbIMU
AeTn 06LLatoTCA NOCPeaACcTBOM C/YKO MrHOBEHHOro 0b6MeHa cooblieHMAMM, YTobbl ybeauTbea, UTo aTh
NOAN UM 3HAKOMBbI.

4. Wcnonb3yiiTe cpeactsa 6GNOKMPOBAHMA HEMKENATENbHOMO KOHTEHTA KaK AOonoJiHeHue K
CTaHAapTHOMY PoauTeNnbCKoOMY KOHTPOIIO.

5. HeobxoAMmo 3HaTb, KakMMW YaTamu Nosb3ytoTcA Bawwu aetu. lMoolwpaiTe Mcnonb3oBaHWe
MOAEPUPYEMbIX YaTOB M HAaCcTaMBalTe, YTobbl AeT He 06LWANNCh B NMPUBATHOM PEXKUME.

6. HacramBalite Ha TOMm, 4YTOObl AETU HUKOTAA He BCTPEYANUCb JIMYHO C APY3bAMM U3 CETU
MHTepHeT.

7. NMpuyunte aetei He BblAABATb CBOK NNYHYIO MHOOPMALMIO CPEACTBAMM INEKTPOHHOM MOYTbI,
4aToB, CUCTEM MIHOBEHHOIO 06MeHa COObLLEHUAMM, PETUCTPALMOHHBIX GOPM, INYHBLIX MpoduIen u Npu
perncTpauum Ha KoHKypcbl B HTepHeTe.

8. MpuyunTe JeTei He 3arpy»KaTb Nporpammbl 6e3 Bawero paspelweHns. O6bACHUTE UM, YTO OHU
MOTYT C/Ty4aiiHO 3arpy3unTb BUPYCbl UV APYTOe HexKenaTe/lbHoe NporpaMmHoe obecneyeHue.

9. Mpwuyynte Bawero pebeHKa coobwaTb Bam O /OObIX Yyrpo3ax MAW TPeBOrax, CBS3aHHbIX C
MHTepHeTOM. HanomHWTe AeTAM, YTO OHUM B 6@30NacHOCTM, eC/IM CaMM paccKasanun Bam, O CBOMX yrpo3ax
nnu Tpesorax. MoxsaauTe Ux M NOCOBETYNTE NOAOWTH eLle pa3 B NOA06HbIX CAydasX.

10. Pacckaxute getam o nopHorpadum B WMHTepHeTe. MNMomorute Mm 3aWMUTUTLCA OT Cnama.
HayuuTe NoApOCTKOB He BblAaBaTb B MIHTepHeTe CBOEro peanbHOro 3N1eKTPOHHOMO agpeca, He oTBevaTb
Ha He)KenaTe/ibHble MMCbMa M UCNO/b30BaTh CNeLmMabHble NOYTOBble GUNLTPDI.

11. NpuyunTte cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLLAOT NOAPOCTKM.

12. Hayuute geTelt yBaxkaTb APYrux B UHTepHeTe. Yb6eauTech, YTO OHWM 3HAKOT O TOM, YTO NPaBUAA



Xopouwero nosegeHuA AGVICTBYIOT Be3je - AaXe B BUPTYya/ibHOM MUPE.

13. Ob6bAcHUTE AeTAM, YTO HW B KOEM Cayyae Hesb3si Mchnosb3oBaTb CeTb A/s XYJIMTaHCTBa,
pacnpoCTpaHeHUA cnaeTeH Uaun yrpos ApYyrum ArgAam.

14. Obcyante € noapoCTKaMM NpobaemMbl CeTeBbIX a3apTHbIX WUIMP M UX BO3MOXKHbIA PUCK.
HanomHuTe, 4TO AETM HE MOTYT UTPATb B 3TU UIPbl COMNACHO 3aKOHY.

MOCTOAHHO KOHTpO/AMpYylTe Mcnosib3oBaHve UHTepHeTa Bawum pebeHkom! 370 He HapyweHue
€ro JIMYHOro NPOCTPaHCTBA, a Mepa MNPeAoCTOPOXKHOCTM M NposABieHne Bawel poauTenbcKoi
OTBETCTBEHHOCTM U 3a60Tbl.




